With the rapid development of information technology, huge amounts of images stored in cloud-based CCTV systems. How to protect the transmitted image efficiently and reducing the storage cost for the system become to critical research issues. The concept of DNA computing has been intrigued researchers in recent years. It has many potentials, for example, the high density and low cost storage provided by a double stranded DNA; or a realization of low cost parallel computation to solve non-deterministic polynomial time problem using replication of DNA strands. As a result, a vast number of theoretical studies of the application of DNA computing on information security, which require extensive computation power, has been published. In this paper we study DNA computation based image encryption scheme which applies to cloud CCTV system. In many different image encryption research the artifact hyperchaotic map was used. We proposed an image encryption algorithm based on DNA coding and hyperchaotic map which utilizes the chaotic property of the hyperchaotic map on top of DNA computing. Experiment showed that our algorithm is more secure and more computation efficient than some of the recent similar works.
I. INTRODUCTION
Consider a cloud-based closed-circuit television (CCTV) system shown in Fig. 1 which is used to perform surveillance recordings and provide digital data for forensics. Digital images/frames or video recorded by individual IoT camera will be encrypted and sent to a cloud server for storage. A CCTV system may involve hundreds or thousands of IoT cameras which operate 7 × 24 and generate a vast amount of digital content daily. These content could be stored in a hard-drive for two weeks to two months or a longer time depends on the security parameter required. But when the storage size is full, these content must be archived in a lower cost storage medium securely. In such IoT system there are two challenges that we need to face:
The associate editor coordinating the review of this manuscript and approving it for publication was Mu-Yen Chen . 1) A low computation cost encryption algorithm to continuously encrypting digitial content at lightweighted IoT camera; and 2) A mechanism that can securely store those encrypted digital content in a low storage cost.
The challenge denies the possibility of using general purpose symmetric block cipher like Advanced Encryption Standard (AES) since the computation requirement for each block is very high while the throughput of the encryption is measured by hundred of bits per block. Many solutions have been adopted to address the second challenge (e.g. magnetic tape). Meanwhile deoxyribonucleic acid (DNA) computing, can be considered one of the possible solutions to this challenge. DNA computing refers to the techniques of recombinant DNA or ribonucleic acid (RNA) strands for doing computation [1] . It has been received attention by computer science since it has many potentials. For example, DNA and RNA appears to be a good medium for storing information. A gram of DNA strand can contain about 10 8 tera-bytes of data [2] . Parallelization is another interesting possibility by replicating a large volumn of DNA strands. These replicated DNA strands can be used to solve non-deterministic polynomial time (NP) problem. Some proof of concept works like solving Traveling Salesman Problem (TSP) [3] or breaking DES encryption scheme [4] has been proposed. With the rapid development of different aspects of information technology [5] - [14] , DNA computing might contribute a newer thinking to the research community. In particular, information security [15] - [23] , a discipline that founded on solving NP problem is infeasible, would be impacted heavily by the development of DNA computing.
In this paper we will present a DNA coding base image encryption algorithm that an digital image or a frame in a video would be encrypted and encoded by DNA coding. We assume this part is computed by individual IoT camera and the encrypted content will be streamed to the cloud server. When the encrypted content, which are represented in DNA coding, needs to be archived, will be stored in a DNA strand to resolve the storage problem.
Let's focus on the efficiency and storage topics in cloud CCTV system that DNA computing based image encryption scheme. Image encryption usually deals with a large size of data that requires a relatively low computation cost algorithm so that encryption and decryption can be perform rather quickly. In general it is believed it has a lower security requirement than general data encryption (e.g. comparing with encryption of text or database) such that the protected image cannot be properly view and understood. Unlike the security notions used in general data encryption, such as indistinguishability and non-malleability, normally we analysis the level of security of an encrypted image by its histogram, frequency domain features and spatial domain features so that necessarily the encryption would not be easily be removed by typical image processing techniques.
Chaotic maps has been selected by many researchers [24] - [27] as one of the artifacts to design an image encryption algorithm. A chaotic map [25] , [27] is a function that exhibits some chaotic behavior. Usually it is implemented as a iterated functions while its range is normally bounded by a fixed interval and the period of this iterated function is very very long.
There are many studies that combines DNA computing and chaotic maps in image encryption algorithms [28] - [38] . In this paper, we propose an image encryption algorithm based on hyperchaotic map and DNA coding. A hyperchaotic map is used to generate key stream which scrambles the plain image. The scrambled image is encoded by DNA and then executed by a diffusion process. Processed by another DNA coding scheme it outputs an encrypted cipher image. In the security and performance analysis, we compare our algorithm against recent proposed image encryption algorithms in the aspect of histogram analysis, correlation analysis, entropy analysis, differential attacks, and encryption time analysis.
The rest of this paper is organized as follows. In Section II, we review the related works about image encryption based on ''chaotic/hyperchaotic maps'' and ''chaotic maps and DNA coding''. In Section III, we propose our image encryption algorithm. In Section IV, we demonstrate the security and performance analysis. At last we conclude the paper in Section V.
II. LITERATURE REVIEWS
A chaotic map is a class of recurrent functions that exhibits an unpredictable or a chaotic behavior. Fig. 2 shows a Chebyshev polynomial [27] as an example: an order n Chebyshev polynomial is recursively defined over real number by where T n (x), x ∈ [−1, 1]. It can also be expressed as T n (x) :
The application of chaotic map in cryptography has been studied for a long time [39] . In 1989, Matthews [40] proposed a stream cipher based on Logistic maps which applies chaotic maps to image encryption. Subsequently there are a lot of image encryption schemes based on chaotic maps has been proposed in the literature [41] - [44] . These schemes try to confuse the image (change the position of each pixels) and diffuse the image (change the value of the pixels) using the chaotic value of as a key. Thus, if the sender and the receiver share a secret initial value of the map they will be able to confuse and diffuse the image while no other adversary be able to recover an encrypted image. Nevertheless, some of these scheme were later proved to be insecure [24] , [27] , [45] , [46] .
In this paper we utilize a particular type of chaotic maps called hyperchaotic map [47] . A hyperchaotic map has a minimum dimension of four such that it not only introduce an extraordinary effects in its chaotic behavior, but it also fits how DNA is encoded. We understand that a DNA strand can be represented by a sequence of four types of nucleosides A, C, G, T. Later in the paper we will show how an digital image would be represented in DNA coding and how would the hyperchaotic map works with this representation.
III. PROPOSED ALGORITHM
Our proposed encryption algorithm consists of seven phases: Initial key generation, Pseudo-random sequence generation, Permutation vector generation, Confusion, DNA encoding, Diffusion, and DNA decoding. The flowchart of our algorithm is depicted in Figure 3 .
A. INITIAL KEY GENERATION
Inputting a plaintext image P(m, n) and two control parameters α 1 , β 1 , this phase will generate an initial keyŷ 1 (0) as follows. To compute
where p i denotes the pixel value of P(m, n).
B. PSEUDO-RANDOM SEQUENCE GENERATION
Inputting initial values y 1 (0), y 2 (0), y 3 (0), y 4 (0), control parameter −0.7 ≤ k 1 ≤ 0.7, and constant n 1 , this phase will generate a pseudo-random sequence {r(i)} mn i=1 as follows. 1) y 1 (0), y 2 (0), y 3 (0), y 4 (0), and k 1 are used as input into Zhang and Gao's hyperchaotic map [47] 
By iterating (5), it returns four sequences
the above four sequences
Using r(j − n 1 ) = mod((ceil(y(j)) − y(j)) × 10 9 , 256) (7) for j = n 1 + 1, n 1 + 2, . . . , n 1 + mn, the preceding mn values in {y(i)} ∞ i=n 1 +1 can be converted to a pseudo-random sequence
Inputting initial valuesŷ 1 (0),ŷ 2 (0),ŷ 3 (0),ŷ 4 (0), control parameter −0.7 ≤ k 2 ≤ 0.7, and constant n 2 , this phase will generate two permutation vectors H and L as follows.
1)ŷ 1 (0),ŷ 2 (0),ŷ 3 (0),ŷ 4 (0), and k 2 are used as input into Zhang and Gao's hyperchaotic map, refer to (5) . By iterating (5), it returns four sequences 3) To discard the preceding n 2 values in
and {v(j)} n j=1 in an ascending order and then the ordered sequences of original subscripts are saved as permutation row vector
Inputting a plain image P(m, n) and two permutation vectors H , L, it generates a permuted image P (m, n) as follows. 1) Permutation by row vector H . According to the order of elements in H = {h(i)}, to permute the j-th row of P(m, n) to i-th row for j = 1, 2, . . . , m. 2) Permutation by column vector L. According to the order of elements in L = {l(i)}, to permute the j-th column of P(m, n) to i-th column for j = 1, 2, . . . , n.
E. DNA CODING
Inputting pseudo-random sequence R = {r(i)} mn i=1 , permuted image P (m, n), and mapping rules Rule 1 , Rule 2 , this phase will generate two DNA sequences R B DNA and P B DNA as follows. Note that the rules of DNA coding are referred to 
where the ''exclusive or'' and ''addition'' rules of DNA sequence are referred to Table 2 and Table 3 , respectively. 
G. DNA DECODING
Inputting DNA sequence C = {c (i)} and mapping rule Rule 3 , this phase will return a cipher image C(m, n) as follows.
1) According to Rule 3 in Table 1 , the DNA sequence C can be converted into one-dimensional binary sequence . 2) To recover the elements in into pixel values.
3) To convert the resulted into cipher image C(m, n) with size m × n in the order of ''top-down'' and ''leftto-right''.
IV. SECURITY AND PERFORMANCE ANALYSIS A. HISTOGRAM ANALYSIS
Histogram analysis provides a measure of image encryption algorithm by statistical approach to demonstrate the distribution of pixels. If the corresponding histogram of ciphertext image is smooth, it means that the image encryption algorithm is effective. In this way, the cipher image has almost no statistical similarity with the original image such that it can prevent the leakage of plain image by statistical attacks. In Figure 4 , we demonstrate the histograms of three gray images ''Boat'' (760 × 576), ''Fruit'' (444 × 336), ''Baboon'' (512 × 512) and the corresponding histograms of cipher images after encryption. It is easy to see that the statistical information of three plain images are destroyed after encrypting.
B. CORRELATION ANALYSIS
In order to analyze the correlation between plaintext and ciphertext, we choose three gray images ''Boat'', ''Fruit'', and ''Baboon'' as examples. First, n pairs of adjacent pixels are randomly selected from horizontal, vertical, and diagonal. Then, we use (10) to compute the corresponding correlation coefficients. The results are shown in Table 4 . It is easy to see that the correlation coefficients of all plain images are close to 1 and the correlation coefficients of the corresponding cipher images are almost 0.
where
In Figure 5 , we demonstrate the distribution of pixels for plain images ''Boat'', ''Baboon'' and corresponding cipher images in horizontal, vertical, and diagonal. Obviously, both plain images have dense distribution of pixel values in three directions meaning that higher correlation. The corresponding two cipher images have scattered distribution of the pixel values in three directions meaning that lower correlation.
In Table 5 , Table 6 , Table 7 , we demonstrate the comparisons of correlation coefficients in horizontal, vertical, and diagonal between recent proposed image encryption algorithms and ours, respectively. Although the correlation coefficients of all cipher images are very small, close to 0, our algorithm has lower correlation than other algorithms.
The three results are sufficiently to show that our proposed image encryption algorithm has a better effective to eliminate the correlation between pixels such that it can effectively resist various statistical attacks.
C. ENTROPY ANALYSIS
In information theory, entropy H (X) is a measure for randomization and is defined by Assume that |X| = 2 8 , then
Thus, we can conclude that when all pixels are independent and all pixel values are uniform distributed in gray image, the maximum entropy is 8. In other words, the entropy for ideal cipher image should be 8.
In Table 8 , we show the entropies of three gray images ''Boat'', ''Fruit'', ''Baboon'' and the corresponding cipher images encrypted by our algorithm. It is easy too see that the entropies of three cipher images are close to 8. In other words, the distribution of pixel values for cipher images is uniform. In Table 9 , we show the comparisons of entropy between recent proposed image encryption algorithms and ours. It is easy to see that our algorithm is better than Mondal and Mondal's algorithm [38] . Meanwhile, the entropy of literatures [27] , [30] , [31] , [37] and our algorithm are approaching the ideal value 8.
D. SECURITY AGAINST DIFFERENTIAL ATTACKS
The definitions of NPCR and UACI are defined as follows.
and
We notice that m and n denote the size of plain image; C 1 (i, j) denotes the pixel value of plain image after encrypting at coordinate (i, j); C 2 (i, j) is the pixel value of the cipher image at coordinate (i, j) after a slight change in the plain image. The difference between NPCR and UACI is that NPCR VOLUME 7, 2019 represents the proportion of different pixel values of two images and UACI is used to measure the difference between the gray values of two pixels. In other words, if the values NPCR and UACI are large, then it has a stronger ability to resist differential attacks.
In Table 10 and Table 11 , we show the comparisons of NPCR and UACI between recent proposed image encryption algorithms and ours. It is easy to see that the NPCR in [30] , [38] is near to 1.5% and the UACI in [30] , [38] is near to 0.5%. The two algorithms are vulnerable to differential attacks. The NPCR and the UACI of our proposed algorithm and [27] , [31] , [37] are near to 100% and 33.5%, respectively. They can resist differential attack very well.
E. ENCRYPTION TIME ANALYSIS
The experimental environments are based on 32-bit Windows 7 operating system, Intel (R) Core (TM) i5-3470 CPU, 4 GB memory, Microsoft Visual Studio 2010, and MATLAB 7.0. In Table 12 , we show the comparisons of encryption time between recent proposed image encryption algorithms and ours. Meanwhile, we demonstrate another the comparisons of encryption time with different size of images in Figure 6 . It is easy to see that our algorithm is efficient than [37] , [38] . Though both algorithms [30] , [31] are very efficiency, the NPCR and UACI in [30] are very low. It may suffer from differential attacks easily. In [31] , only one-dimensional chaotic map is used to generate pseudo-random key stream. The security is not as high as using hyperchaotic map.
V. CONCLUSION
In this paper, we have proposed an image encryption algorithm based on hyperchaotic map and DNA coding for cloud CCTV systems. The pseudo-random key stream generated by hyperchaotic map has higher complexity. With compared to recent proposed image encryption algorithms, our algorithm achieves both security and efficiency in terms of histogram analysis, correlation analysis, entropy analysis, differential attacks, and encryption time analysis. There are still two problems to be further studied: (1) the problem of finite precision about to generate key stream using hyperchaotic maps and (2) there are no well known standards for security and performance analysis in this topics. 
